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Executive summary 
According to the China Personal Information Protection Law (‘PIPL’), standard contractual clauses (‘Chinese 
SCCs’) prescribed by the Chinese government can be used as a mechanism for cross-border data transfers from 
Mainland China. On 30 June 2022, the Chinese cybersecurity regulator Cyberspace Administration of China 
(‘CAC’) has issued a consultation paper on the Chinese SCCs.  

The Chinese SCCs are provisions to be entered into by the companies (data controllers) and the overseas 
recipients, governing the rights and liabilities of the companies, the overseas recipients and individuals when the 
companies transfer personal data of the individuals to the overseas recipients. Contracts between the companies 
and the overseas recipients concerning the cross-border transfer of personal information may not conflict with the 
Chinese SCCs. 

Who may use the Chinese SCCs? 
Only companies meeting all of the following conditions may rely on the Chinese SCCs to transfer personal 
information outside of Mainland China: 

(1) It is not a critical information infrastructure operator (‘CIIO’); 

(2) It processes personal information of less than one (1) million individuals; 

(3) It has not cumulatively provided overseas personal information of more than 100,000 individuals since 1 
January of the preceding year; and 

(4) It has not cumulatively provided overseas sensitive personal information of more than 10,000 individuals 
since 1 January of the preceding year (sensitive personal information refers to the personal information that, 
once leaked or illegally used, can easily lead to the infringement of personal dignity of natural persons or 
the harm on personal and property safety, including biometrics, religious beliefs, specific identities, medical 
health, financial accounts, whereabouts, and other information, as well as the personal information of 
minors under the age of 14). 

Impact assessment and recordal 
The existing requirement that companies must conduct impact assessments prior to transferring personal data 
cross-border is highlighted in the Chinese SCCs as the impact assessment results need to be submitted to the 
local provincial-level cyberspace authority within ten working days from the effective date of the Chinese SCCs. 
(Please note that the requirement that the impact assessment results should be kept for at least three years is 
reiterated in the Chinese SCCs.) 

The company also has the responsibility to file the Chinese SCCs with the local provincial-level cyberspace 
authority within ten working days from the effective date of the Chinese SCCs. 

In case of change of circumstances or similar situation, the Chinese SCCs should be re-executed and re-recordal 
is needed. 
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Rights of individuals 
The Chinese SCCs also require the company to notify the individual of it being a third party beneficiary under the Chinese SCCs. 
The Chinese SCCs need to be provided to the individual upon request.   

When the overseas recipient anonymises or deletes the personal data, it is required to provide an audited report to the individual.   

The Chinese SCCs reiterate various requirements already set out in the PIPL, including those in respect of automated decision 
making and transparency (the company and the overseas recipient needing to explain the rules of data processing to the 
individual). The communications with the individual should be clear, easy to understand and thorough. The Chinese SCCs also 
reiterate the individual’s right to access, copy, amend and delete his/her data. If the individual’s request is denied, he/she should be 
given reasons and informed of complaint and litigation options. 

 

Audit 
The Chinese SCCs prescribe that the individual may audit the data processing of the overseas recipient and the overseas recipient 
should facilitate such activities, including providing information relating to its qualification for data processing. The overseas 
recipient must keep records of its data processing for at least three years. 

 

Onward transfer 
An onward transfer of personal data by the overseas recipient needs to meet additional requirements, such as meeting the 
necessity requirement and obtaining an additional consent (termed ‘Separate Consent’) from the individual.   

 

Country risk assessment 
Similar to the European situation, the Chinese SCCs also consider whether the jurisdiction of the overseas recipient accords a level 
of protection essentially equivalent to that required by the PIPL. The company and the overseas recipient need to conduct prior 
assessment, among other things, of the law for protection for personal information in the overseas jurisdiction. 

 

Contact person 
The overseas recipient should designate an internal contact for addressing inquiries and complaints from the individuals and the 
contact details should be notified to the individuals. 

 

Governing law and dispute resolution 
The governing law of the Chinese SCCs is China law. Disputes arising from the Chinese SCCs may be handled by arbitration (by 
arbitration bodies in China or those under the New York Convention (Convention on the Recognition and Enforcement of Foreign 
Arbitral Awards)) or by litigation (in a Chinese court).   

The individual may lodge complaints with Chinese regulators or sue in China, and the company and the overseas recipient are 
jointly liable to the individual under the Chinese SCCs. 

 

Follow-ups 
The consultation paper provides that a company which has not cumulatively provided abroad personal information of more than 
100,000 individuals or sensitive personal information of more than 10,000 individuals since 1 January of the preceding year may 
rely on the Chinese SCCs. This may signal that a company which has not cumulatively provided abroad personal information of 
more than 100,000 individuals or sensitive personal information of more than 10,000 individuals every two years would not need 
Chinese government approval (which is termed ‘security assessment’) for cross-border personal data transfer. Hence, it is 
important to continue to monitor the development of this and other legal development in China. 
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The information contained in this document is of a general nature only. It is not meant to be comprehensive and does not 
constitute the rendering of legal, tax or other professional advice or service by PricewaterhouseCoopers (‘PwC’) and 
Tiang & Partners. PwC and Tiang & Partners have no obligation to update the information as law and practices change. 
The application and impact of laws can vary widely based on the specific facts involved. Before taking any action, please 
ensure that you obtain advice specific to your circumstances from your usual PwC client service team, law firm contact or 
your other advisers.   

The materials contained in this document were assembled in July 2022 and were based on the law enforceable and 
information available at that time.   
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